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1. Purpose, scope and users

The purpose of this document is to define rules to prevent unauthorized access to information in
workplaces, as well as to shared facilities and equipment.

This document is applied to the entire Information Security Management System (ISMS) scope, i.e. to
all workplaces, facilities and equipment located within the ISMS scope.

Users of this document are all employees of [organization name]L

2. Reference documents

e ISO/IEC 27001 standard, clauses A.7.7 and A.8.1
e Information Security Policy
e [Information Classification Policy]

3. Clear desk and clear screen policy

3.1. Workplace protection
3.1.1. Clear desk policy

If the authorized person is not at his/her workplace, all paper documents, as well as mobile

3.1.2. Clear screen policy

If the authorized person is not at his/her workplace, all sensitive information must be removed from

turning off the workstation.

Information on whiteboards (e.g., those available in meeting rooms) must be cleared when no longer
required.
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3.2. |Protection of shared facilities and equipment

copy machines.

Facilities for dispatch and reception of mail [specify facilities and their location] are protected by

Shared fax machines [specify machines and their location] are protected by [specify the manner of

[specify machines and their location] is prevented by [kpecify how ]

and furniture in them must be performed to ensure no Ijorganization nameﬂ assets are left behind.

4. Validity and document management
This document is valid as of [date].

The owner of this document is [job title], who must check and, if necessary, update the document at
least bnce ayear.

When evaluating the effectiveness and adequacy of this document, the following criteria need to be
considered:

[job title]
[name]

[signature]
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