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1. Purpose, scope and users

The purpose of this document is to prevent unauthorized access to mabile devices both within and
outside of the organization’s premises.

This document is applied to the entire Information Security Management Systam {ISMS) scope, i.e. to
all persons, data and equipment in the ISMS scope.

Users of this document are all employees of lorganization name).

2. Reference documents

ISO/IEC 27001 standard, clauses A6.7, A.7.9, and A.8.1
Information Securlty Policy

{Information Classification Policy]

[IT Securlty Policy]

3. Mobile computing

3.1,  Introduction

Mabile computing equipment Indudes all kinds of portable computers, mabile phanes, smart
phones, memory cards and other moblle equipment used for storage, processing, and transferring of
data, no matter where such equipment Is used.

The abevementioned equipment may be taken off-premises only after obtaining authorization in
accordance with the IT Security Policy.

3.2, Baslcrules

Speclal care should be taken when moblle computing equipment Is placed In vehicles {including cars),

The person taking mobile computing equipment off-premises must follow these rules:

cannot be read by unauthonzed persons
* updates of patches and other svstem settings are

* protection against malicious code is installed and
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* the person using mobile computing eiulpment off-premises is responsible for regular back- .

Dob title] is responsible for!tﬁw mdﬁlﬁimméfmﬁlQm using mobile

4. Teleworking & work from home

4.1, Introduction
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include the use of mobile phones outside the organization's premises,

. e Y

4.2, Additional rules for teleworking
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of this document, and the rules defined below:

. al location where teleworking s performed must be protected by [specify haw this
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unplemented in accordance vmh the s Security Policy]
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5. Managing records kept on the basis of this document

Record name Storage locatlon | Person Controls for record Retention
respansible for pratection tima
slorage
|Authorization for | [specify, [job title! |specity, considering the | Records are
teleworking) consldering the form of authorlzation stored fora
form of given] periad of 3
authorization years!
given]

Only [iob title] can grant other employees access to the any of the abovementioned documents.

6. Validity and document management

This document Is valid as of [date].

The owner of this document is [Job title], who must check and, If necessary, update the document at

least once a year,

When evaluating the effectiveness and adequacy of this document, the following criteria must be

considered:

[lob title]
[name]
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